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CHECKLIST FOR M.PHIL SYNOPSIS

Name of Scholar: MUHAMMAD NAUMAN HAMEED (FI'CSh)
Registration No: C§320212005
Discipline: MS Computer Science
S.NO REQUIREMENTS Remarks
1. | Covering letter duly Signed by the HoD v
Incorporation of observation form; observations raised by DGC (for fresh cases)
2. or ASRB (for approved with changes / referred back / Rejected) duly signed by v
the supervisors and HoD
3. | Approval of Course work )
4. | Approval of Supervisor(s) v
5 Supervision Certificate (Number of scholars under the Supervision of N
’ supervisor—I)
6. | Clearance Certificate duly signed by the HoD and Finance Section v
7. | Anti-Plagiarism Certificate issued by QEC v
8. KUST Ethical Approval Certificate (if any) -
9. Consent Letter (if Supervisor is from outside the KUST) -
10. | Synopsis Form (Annexure-B duly signed by Supervisors and DGC members 2\
11. | Complete Synopsis (Title Page duly Signed by Supervisors) v
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KOHAT UNIVERSITY OF SCIENCE & TECHNOLOGY

Kohat 26000, Khyber Pakhtunkhwa, Pakistan Ph # 0922-554563-554565, Fax #. 554556

Institute of Computing
e —

CERTIFICATE REGARDING INCORPORATION OF OBSERVATIONS OF THE DGC/ASRB

Scholar Research Title Observations raised by Action Taken Remarks
Name DGC held on (if any)
22 Jan 2024
Muhammad | A Real-Time Large- | 1. The document should | Indents are removed from the | Please
Nauman Scale loT Traffic be as per the approved paragraphs. check the
Hamed Anomalies Detection | format. Headings are made as per the | updated
System Using approved format document
Auxiliary Classifier [ 2. The order of citations | The said order has been Please
Generative should be corrected. corrected. refer to
Adversarial Reference number 5 page # 2
Networks. comes after reference 6.
3. Objective # 4 should be | The objective is retyped, and | Please
made SMART. important terms are added. refer to
The order of objectives Objective # 3 is swapped with | page # 3
should be corrected. Objective # 2 as directed Objectives
during presentation section
4. How can we mark the | These words are replaced with | Please
data traffic FAKE or more appropriate words Refer to
REAL? Appropriate GENUINE and page # 4
words should be used. FABRICATED.
5. The figure 1 should be | The figure is redrawn, and Please
corrected as guided by some major changes are made | Refer to
DGC members. as guided by DGC members. | page # 4
6. Reference # 8 should The said reference has been Please
be updated with more updated. refer to
relevant work. page # 6

Py

Dr. Muhamym%{jmar Dr. Muha rfan Uddin

Name & Signature of Supervisor-l Name & Slg‘ny

Name & Signature of Departmental Graduate Committeet

3. Prof. Dr. Muhammad Asif Jan, INS

Member

5. Dr.
Member

7. Dr.M. Altaf

Seéret.ary DGC

-———*‘,{,’\

=
Assistant Professor, 10C

ssistant Professor, loC

Wisor-ll

Name & Signature of Supervisor-111

2

4, . Amjad Mahmoud, Associate Professor
IoC
Member

6. Dr.M.Ir

Co-Opted Ménjbe

drdinator MS)
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KOHAT UNIVERSITY OF SCIENCE & TECHNOLOGY

ohat 26000, Khyber Pakhtunkhwa, Pakistan Ph # 0922-5654563-654566, Fax #. 664656

' No.KUST/DASR/CW/10C/232

March 6, 2024
The Director,
Institute of Cdmputing,
KUST. |
l
Subject: i R OFC E WORK
Dear Sir, |

Please refer t ' your office reference No. 82/1oC dated 27.02.2024 regarding the subject
matter; the following courses are approved duly recommended by the DGC in respect of
Muhammad Nauman Hameed, Registration No. C$320212005, in your institute for
the session 20'§ 1-22.

S.# | Course | Course Title Core/Specialized | Cr.Hrs | Grade
Cod / Elective
| Courses
1. CS-S-‘] 5 | Theory of Computations Elective 3.0 B+
2. | CS-517 | Advanced Operating Compulsory 3.0 A-
| Systems
3. CS-6,6] Advance Machine Learning | Specialized 3.0 B+
4. | CS-516 | Advance Analysis of Specialized 3.0 A
! Algorithms
5. | CS-531 | Advance Computer Compulsory 3.0 B
f Architecture
" 6., | DS-501 | Tools and Techniques for Elective 3.0 D
he o {* | Data Science .~ :' © : i
7. | DS-505 Deep Learning Specialized 3.0
‘8. | DS-521 | Big Data Analysis Elective 3.0 A
;
9. DS-sz Statistical and Mathematical | Elective 3.0 B+
i Methods for Data Analysis
j *Alt

The scholar fscored (CGPA 3.56/4,00) as per Academic Regulations for Graduate
Program and ils now eligible to proceed to the next post of action desired.

The course D?-SOZ is an alternate to the course DS-501.

i ;
YWWA YW
Dr. Shamim Saleha
Director ASR; KUST
Copy to:
1. Vice Chancellor
2. Master File

3. Office File
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The Director,
Institute of Computéng.

KUST i

Subject: AI’LROVAL OF SUPERVISORS
l

Dear Sir, I

i

KOHAI‘T UNIVERSITY OF SCIENCE & TECHNOLOGY

Kohat 26000, Khyber Pakhtunkhwa, Pakistan Ph # 0922-554663-554666, Fax #. 664566

No.KUST/DASR/Fall-22/10C/229

March 6, 2024

Kindly refer to ym'nr office reference No. 83/IoC dated 27.02.2024. Acting upon the powers
delegated by the C{)mpclem Authority, the following faculty members are hereby approved to
act as Supervisor-1,land Supervisor-11 in respect of the below-mentioned MS Scholar:

KUST

NAME OF SCH?LAR SUPERVISOR-I SUPERVISOR-II
Muhammad { Nauman [ Dr.  Muhammad Muneer | Dr. Muhammad Irfan
Hameed | Umar, Uddin,

CS320212005 ' Institute of Computing, Institute of Computing,

KUST

P AT

Dr. Shamim Saleha
Director ASR, KUST
Copy to: \
1. Supervisors
2. Master File
3. Office File

|
|
i
;

i
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“‘/:Q\m KOHAT UNIVERSITY OF SCIENCE & TECHNOLOGY

Kohat 26000, Khyber Pakhtunkhwa, Pakistan Ph # 0922-554563-554565, Fax #. 554556

CERTIFICATE

Name of Supervisor Dr. Muhammad Muneer Umar

Post MS/M.Phil/Ph.D. Experience: 3 years Post Ph.D. Experience

No. of Students Supervised. Co-supervised: 0_
Total Number of Students under Supervision: 0_
S.# ] Name of Degree Semester | Date and meeting of synopsis | Current
Scholar Program approval status of
(MS/M.Phil/ the
Ph.D.) Scholar

Name & Signature ofé)gz{rtmental Graduate Committee:

1. Prof. Dr. Shafiullah Ki%an, loC 2.

Prof. Dr. W\ Khan Mashwani, INS

Convener/Director Mem
/l '21/\
ey / - . L4

3. Prof. Dr. Muhammad Asif Jan, INS 4, - Amjad Mahmoud, Associate Professor.,

Member v loC

\
g p Member

3. Dr. Shéma Hassan, Assisfant Professor, loC 6. Dr. M. Irf: ddin, Alssistant Professor, [oC

Member Co-Opted M ber

\.//

. v

Dr. M. Altaf Khan, Assistdtk Pr
Secretary DGC

Date: lL{

ssor. loC




KOHAT UNIVERSITY OF SCIENCE & TECHNOLOGY
KOHAT

CLEARANCE CERTIFICATE W\@\]\
l w4

Degree Provisional Transcript Mn..' tol r‘-“"" v Subels

Purpose of Py ] | | | | L B v

Name of Student: ‘\/Iblhqm YYJQCQ Ngumam /Nam‘)e,eco
Father's Name: ___ ey € @0l Wlah \hen

Discipline: NS¢ S bty

Hostel Name (if Any) Mﬂ Student Fee Slip ID No:

.................................................................................................................

( Office Use Only )

Please report regarding his/ her outstanding books/ dues/ other thing (If any)
of the above mentioned student.

Boarder Dayscholar Hostel Name

Hostel Manager D RES | Prokost Signature / Stamp
g{' retitige of Computitiy

1. Head of Department Kohat University of Sciencc
& Technoivgy

2. Librarian

3. Director Academics / Admission Section ;

4. ENSC S. University Cafeteria

6. CDC & 7. Chief Proctor. T

8. / I. University Fee__

e
Zé s

% Please Collect your Cheque (if any) with In 03 Months. Other wise it well A& ;
(Note) Every Student has to present hig / hor 1st & last Admission Feb.SlIp | Hostete

ARy
U/ MV‘W -
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KOHAT UNIVERSITY OF SCIENCE & TECHNOLOGY

Kohat 26000, Khyber Pakhtunkhwa, Pakistan Ph # 0922-554563-554565/4786, 4785, Fax # 554556
Directorate of Quality Enhancement

o
No.[ bs 4KUST/QEC/PC/24
Date: 19/03/2024

Anti-Plagiarism Test Certificate
(Similarity Index Certificate)
For M.Phil./MS/Ph.D Thesis/Synopsis

Name of Scholar: MUHAMMAD NAUMAN HAMEED

Discipline (M.Phil./M$/Ph.D.): MS

Department/histitute: INSTITUTE OF COMPUTING

Title of Synopsis/Thesis: A REAL-TIME LARGE-SCALE 10T TRAFFIC ANOMALIES DETECTION
SYSTEM USING AUXILIARY CLASSIFIER GENERATIVE ADVERSARIAL
Networks

Document Type (Synopsis/Thesis) Synopsis

Words Count 1474

Name and Designation of Supervisor DR. MUHAMMAD MUNEER UMAR, LECTURER, INSTITUTE
OF COMPUTING, KUST

Plagiarism software Turnitin.com

(similarity Index Checking)

Software Generated ID for the 2324594974

document and Date (Report generated on 19 March, 2024, 12: 28 PKT evidence
attached)

Contents Excluded from the Table of Contents, References and other Preliminary

document Pages

Matching (Similarity) Index found 11 % (Eleven Percent only

Findings/Comments by QEC The Similarity index of the document lies within the

acceptable range (less than or equal to 19%) set by Higher
Education Commission (HEC) Pakistan.

Not Plagiarized on the basis of similarity index.

P

Prepared by: &

Na an, Office Assistant
Checked b /Qo'

5 | S
Dr. Faisal Mehmood, Asst. Director

X o
\%Muhim\nad/heshan Bangash
D

ctor Quality Enhancement Cell

Note: Technical Errors and Omissions are subject to be rectified.
Turnitin user: datanalyst.qecac@kust.edu.pk
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|¥™RO0UCTION The excestional devetopmet of conmected devices in the tntermet of Things (127) o3 has led 13 an exponental increase In data fom. The eacrmous network of Inked devices Mas created S%ut and sSfiant
msues for the management and securty of these dghal networks. A majar facter contrBging b the fast expansion of 10T g the probferation of gadgets, which ranges from wearables and smart homes to industrial sensors and
| astonomons veticles. T spread has charged the way we Interact with our envirsament by establishing & Ggal ecosystem where Sliens of Gadgets can communicate, gather ¢ata, and help make decisions In real Bime [1).
Normal trafic and malicious traffic represent two Sisingt Categories of data flows o8 computer networks. Normal traffic encompasses the routing, legtimate dala exchanges occurming within 2 network. These activities iIncdude
miwmmmmuunmuwmmmmmumhmmmnmndmmmwu«.mb
Mmmm 3 5 NMJMNH

u—uummplnmdwumwmwmuwmdunwmmmemmm-mwim« MMM
exchanges 13 mere intricate ores. The regular €ata traffic produced by IoT devices, the cycScal rature of sensor data, and even the Imegutar and sporadic data flows that could point to 0¢d Dehavior or securtty fisks are examples
of paterms. MalSous Bty Can seem 3t 137 affic pattems, Including attack types Mo Decuat of Secvice Do), Outobuted Denal of Sacyice [D0SS), Enite Force, Minl, 0] Spoefing are fust 2 few examples [1). ARNough
oforts Rave Been made ta develop Bystems Bt (a1 Kertly anomalous 3cvey n 19T Aetworhs, thesd rormal methods have downiides. They frequently encounter chalenges adjusting ta the constartly | ChaNFng tacte . coed
By malevelent actors and encourter iss.#1 with the targe and urbalanced Catasets that are typical on the 1T context. Because of their potential difficuies In Aanding these éiversa traffic pattems, current systews o the '
-—imbﬁmﬂw*mwﬂ“r—m 1ndtonl mactice learing 2garthms ace vt sulladly for processing uastructured data from 10T's systems, which require 27803 pattan
tools fx ool detector £  Algaitheng, secure and reSable ¢ata trarsmission In [aT networks. However, data-centric 10S technologies may be
muhuwwammnuwd——nb«umm wmmum-m(wn)mmmmamv"mw-wmwom
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KOHAT UNIVERSITY OF SCIENCE & TECHNOLOGY

Kohat 26000, Khyber Pakhtunkhwa, Pakistan Ph# 0922-554563-554565, Fax# 554556

SYNOPSIS FORM
1. Research Topic:

A Real-Time Large-Scale 10T Traffic Anomalies Detection System Using Auxiliary
Classifier Generative Adversarial Networks

RANDOM FOREST

2. Scholar:

Name Muhammad Nauman Hameed

Registration No CS320212005

Department/ Institute/ Centre _Institute of Computing

Date of Admission 2 March 2022

3. Supervisors:

Name of Supervisor I: Dr. Muhammad Mugeer Umar
Signature: //%’ H

Name of Supervisor I1: Dr. Muhammad If#n.Uddin
Signature:

Name of Supervisor 111 (if any): J \ /
Signature:

Name & Signature of Deflartmental Graduate Committee:
1. Prof. Dr. Shatifflah Khan, IoC 2.

Convener/Diréctor /7

P
3. Prof. Dr. Muhammad Asif Jan, INS 4,
Member )
5 r. Sai assan, Assistant Professor, 1oC 6

Sec.:ret.ary DGC

Date: )-.L'
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